
 

 

 

        ၂၀၁၆                  ၂၂     

                              

                                      

            

                                                                    

                                                                                             

                                                                                          

                                                                                  

                                                                                  

                                                                                   

                                                                             

                                                                                 

                                                                                     

                                                                                   

                                                                                      

                                                                       ၍         

                                                                   

                   ၍                           

 



 

       

                                               

၁           .................................................................................................................. ၃ 

၂                       ............................................................................................... ၃ 

၃                                     ........................................................................ ၃ 

၄                                              ......................................................... ၄ 

၅                                           ................................................................ ၅ 

  ( ) Hacking ....................................................................................................... ၅ 

  ( ) Phishing ...................................................................................................... ၅ 

  ( ) Malware ...................................................................................................... ၅ 

၆                     ................................................................................................. ၅ 

  ( )                                                  ................................... ၆ 

  ( )                                           ..................................................... ၆ 

  ( )                             ......................................................................... ၆ 

  (ဃ)                                            ................................................ ၇ 

၇                                             ............................................................... ၈ 

၈                                             ........................................................... ၉ 

  ( )                                                        ................................. ၁၁ 

  ( )                                                                                        

                          ………………………………………………………………   ၁၂ 

  ( )                                                                        

             ……………………………………………………………………………....၁၃ 

  (ဃ)                                            ........................................................ ၁၄ 

၉                   ................................................................................................. ၁၅ 

၁၀         ................................................................................................................. ၁၆ 

 



 

        

၁                                                                         

                                                                          ၂၀၁၅        

                        Lloyd                                                      

                                          ၄၀၀                                        

                                                                         

                                                                             

                                                                                    

                                      

                     

၂                                                                       

        ၍                                                                            

                                                                                          

                                                                              

                                                                               

                                                                                       

                                                                            

                                

                                  

၃                                                              - 

( )                                                                       

            

( )                                          



 

( )                                     ၍                          

(ဃ )                                                          

( )                                             

( ) website                          ၍                         

( )                                                          

( ) Distributed Denial of Service -                       

(ဈ )                                        

( )                                                                           

            1 

                                           

၄                                                                        -  

                                                                       

                                                     

                                                         

                                 

                 ၍                          

              IP Address                      

                                                 ၍                          

                   ၍                                             

 Bank Server                                                            

software                    2 

                                                           
1
 T ch p di a    fi ni t i  n - What does Cyberattack m  an?  T ch p dia   

https://www.techopedia.com/definition/24748/cyberattack              (               -     ၈   ၂၀၁၆) 

https://www.techopedia.com/definition/24748/cyberattack


 

                                        

၅                                                                       

                                           - 

( ) Hacking                                                         ၍ 

                                    

( ) Phishing                                                           

                                                     

( ) Malware                                                             

                                                                   

                                                                       

                                                                         

                                                                             

                                                               

                 3 

                  

၆                                                                                 

                                                                  tool                 

                                                                                     

                                                                                 

                                                                                                                                                                                             
2
                Cyber                                Myanmar Computer Emergency Response Team  http://www.mmcert.org.mm 

            (               - ၂          ၂၀၁၅) 
3
 Piotr Bakowski   Briefing of European Parliamentary Research Service 12/11/2013  Cyber security in the European Union   www. 

Europarl.europa.eu/             (               - ၃             ၂၀၁၆) 



 

၇                                                                                 

                                                                                     

                                    - 

( )                                                                  

                                                                    

                                                                        

                                                                                  

                                                                         

                                

( )                                                                          

                                                                           

                                                                     

                                                                      

                                                                     

                                                               

                                                                   

                                                                   

                          

( )                                                                        

                                               - 

(၁)                                           -ISO  27031(FCD) 

(၂)                                    -   - ISO  27031(CD) 

(၃)                                             -ISO 27031(FDIS) 



 

(၄)                                                  - ISO  27031(CD) 

(၅)                                                  - O27031(FCD) 

(၆)                                                                - 

                 ISOIECTR13335 (GMITS)  

 (ဃ)                                                                     

                                                                 

                                                                 update 

                                                                

                                           password                

                        device                                         

                                                                              

                                                                          

                                                                       

                                                                       

                          4 

၈                                                          website          

                                                                                             

                                                                                   

        ind                                                                           

                                                       

                                                           

4
               Cyber                                Myanmar Computer Emergency Response Team  http://www.mmcert.org.mm 

            (               - ၅             ၂၀၁၆) 



 

၁၀       ၍                                                                    

                                                                                  

                                                                                         

             IT                                                             

                                                                                     

                                                5 

                                          

၉                                                                                 

                                                                           

                                                 ၁၅-၁-၂၀၁၅                       

                                             ၂/၂ ၀၁၅                     ၁-၄-

၂၀၁၅                                                (၉/၂၀၁၅)                       

      6 

၁၀                                                                       

                                                                      ၍           

                                                                     

                                                                                    

                                                                          

                           ၍                                                   

                                                                      ၍         

                                                                                            

                                                                                   

                                                           
5
 Anand Khanse aka HappyAndyK  Cyber Attacks – Definition, Types, Prevention  The Windows Club  ၂          ၂၀၁၄   

http://www.thewindowsclub.com/cyber-attacks-definition-types-prevention              (               - ၁၆             ၂၀၁၆) 
6
                                                 about ITCSD                                                  

http://www.mcit.gov.mm/content/about-itcs.html              (               - ၂၄             ၂၀၁၆) 

http://www.thewindowsclub.com/cyber-attacks-definition-types-prevention
http://www.mcit.gov.mm/content/about-itcs.html


 

                                                                            

                                                                                                    

                                                         ၍                          

          -                                                                         

                       ၍                                                          

                                                                          

                            7  

၁ ၁   Microsoft                                                                    

                            ၍                                                        

                                                                                     

                                                                      (Digital Crimes 

Unit)                                                                                 

                               8 

                                            

၁ ၂                                                                  

                                                     9                            

                                                                                

                                                                                 

                                                     10  

                                                           
7
                                                                                                                          ၁၆        ၂၁  

          ၈       ၂၀၁၅            ၆               
8

                Microsoft                                                            ၁၆        ၂၁            ၈       ၂၀၁၅  

                       
9
                                  Kaspersky Lab                                     ၁၆        ၂၂            ၁၅       ၂၀၁၅            

၆၈               
10

                                                                                   ၂၂        ၂၀၁၃   

http://www.myanmartharkaung.net/2013/08/blog-post_6603.html/               (               -      ၂၅  ၂၀၁၆)  

http://www.myanmartharkaung.net/2013/08/blog-post_6603.html/%20%20မှ%20ရရှိပါသည်%20(ကြည့်ရှုသည့်ရက်%20-%20ဧပြီ%20၂၅၊%20၂၀၁၆)


 

၁ ၃    ၂၀၁၅                               Lloyd                              

                                                                  ၄၀၀            

                                11  

၁ ၄             Anti-virus software                    Kaspersky Lab   

                                                                                 

                           ၃                              12  ၂၀၁၄         

          ၂၄            Syrian Electronic Army     CNN Facebook page       

Twitter Account         CNN                   account                           

                  account                      Tweet                          

                                                                                   

                                                                    

              Tweet                            CNN   account                            

                                              Syrian Electronic Army   

                 

၁ ၅             ၁၀-၆-၂၀၁၄                                          Twitter         

                                social security                               

                            ၁၁-၆-၂၀၁ ၄                                 Twitter         

   ၈၄၇၀၀             message         Tweet                Tweet        follower 

                                     Lizard Squad                        Sony   

Play Station Network     DDoS                                                       

                                     Sony                       

                                                           
11

 Politics         ၂၀၁၉                                                     ၂                        Politics               ၉၂  

         ၂၂  ၂၀၁၆            ၁၂               
12

                                  Kaspersky Lab                                     ၁၆        ၂၂            ၁၅       ၂၀၁၅  

          ၆၈                



 

၁ ၆             eBay website     ၁၇-၉-၂၀၁၄                                        

                  click                  eBay                               

                                                                              

           cloud sharing                   Dropbox     ၇-၁၀-၂၀၁၄      brute-

force attack                                                                       

          ၇       account                           

၁ ၇  ၂၉-၁၀-၂၀၁၄                                                                  

                    malware                              malware             ၂၀၀ ၀၀ 

                                       ၂၄-၁၁-၂၀၁၄      Sony Pictures Entertainment     

Guardians of Peace                                                               

                                                                    

                                                                               

The Interview                                                              Sony 

           100TB                                                         13  

၁၈                                                                                  

                                                                                            

              -   

( )                                                                  

                                                                    

      ၁၀၀                                  14                   

                                              (Office of Personnel 

Management-OPM)                        ၁၀၀၀၀                     

                                                           
13

       (       )  ၂၀၁၄                                                    (       )  ၁          ၂၀၁၄   http://www.zunite.org/ 

2015/01/blog-post_11.html               (               - ၁          ၂၀၁၅) 
14

 Politics         ၂၀၁၉                                                     ၂                        Politics               ၉၂  

         ၂၂  ၂၀၁၆            ၁၂              

http://www.zunite.org/%202015/01/blog-post_11.html
http://www.zunite.org/%202015/01/blog-post_11.html


 

                                                                    

                                  ၂                                    OPM 

                                                                       

                                                                 

                                                                      

                                ၄                                   

                                                                       

                                      15                    

                                  (Defense Advanced Research 

Projects Agency-DARPA)   ၂ ၀၁၃          ၂၀၁၇                      

        ၁.၅၄                                                     

                                                  The Malta 

Independent                       

( )                                                                                

                                                                     

                                                                     

                                                                        

                                                              

                                                                      

                                                               

KwaryMyong                                                          

၂၀                                                                         

                                          ၆၀၀၀                           

                                                           
15

                                                                                                                           ၂        

၄၆               ၁၁       ၂၀၁၅            ၁၀                



 

                 Stuxnet                           malware         

                                                  ၂၀၁၀                  

                                                                         

                                                                 

                                                                              

Hamheung                                         ၂၀             

                                                               

                 16 

( )                                                                       

                                                                    

                                                                                 

                               cloud                  Akamai   

                                                             ၂၀၁၃ 

                                                                    

                                          ၃၄                                

                                                      Akamai 

                                    IP Address                            

                                                                    ၁၉ 

                     ၁၀                              ၅.၇                         

(       )   ၃.၄                                        17 

(ဃ)                                                                            

            website                                                          

                                                           
16

                                                              ၆၀၀၀                                                             

                  ၂        ၄၅               ၄       ၂၀၁၅            ၄                
17

                                                                                         http://news.yatanarpon. 

com.mm/news/news-89819              (               - ၁          ၂၀၁၅)  



 

                                        website                            

                                                                          

                                                                       

                                  website                    

                                                                    

                               (DDoS)             ၍               

                                                                      

    website                                                     

                                                  18                           

                            ၁၀၀၀                                          

                                                                              

                                                                               

                                                                  

                 ၂၀၀ ၀၀                                                 

                                                 ၃၁                           

                     ၁.၂၅                                      

                                                                 

                                       19 

၁၉                                                                             

                                                                           

                                                                             

                                                                                   

                                                           
18

                                                                                                                          

                         ၁၀  ၂၀၁၆            ၄                
19

                                                        ၁၀၀၀                                              ၍                    

                                                     ၉  ၂၀၁၆            ၄                



 

                                                                                  

                                                                                   

                                   

၂၀                                                                                 

                                                                                            

၂၀၀၆                                               ၁၄၀                         

                                                                                  

                                                                               

                                                                          

      20 

                

၂၁                                                                           

                                                                                   

                                                                          

     IBM Corp        Ginni Rometty                                     

                                                                                

                                                                            

                              ၂၀၁၉                                     ၂.၁         

                                                                                   

                                                                             

                                       21  

                                                           
20

                                                                                    ၂၂        ၂၀၁၃   

http://www.myanmartharkaung.net/  2013/08/blog-post_6603.html              (               -      ၂၅  ၂၀၁၆)  

21
 Politics         ၂၀၁၉                                                     ၂                        Politics               ၉၂  

         ၂၂  ၂၀၁၆            ၁၂              

http://www.myanmartharkaung.net/%20%202013/08/blog-post_6603.html%20%20မှရရှိပါသည်%20(ကြည့်ရှုသည့်ရက်%20-%20ဧပြီ%20၂၅၊%20၂၀၁၆)


 

       

၂၂                                                                                      

                                                                              

                                                                                               

                                                                                     

                       ၍                                                          

                                                                                      

                                                                               

                                                                                 

                                            

 

          

                    

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

          

                                                                         

                                                                                     

                                                                                         

                                                                               

                                                                            

                                                                                        

                                                                           ၍          

                                                                                                 

                                   



 

 


